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CYBER SECURITY ANALYST

The Cyber Security Analyst will contribute to the development of a strong and resilient cyber security program. As
an integral member of the Information Technology Department, this role is responsible for monitoring and
enforcing the company’s security program in order to safeguard and protect the company’s networks and
information assets.

RESPONSIBILITIES:

e Continuously monitor security alerts from Splunk, Crowdstrike, and ReliaQuest Grey Matter to identify
potential threats and vulnerabilities

e Utilize a broad range of cybersecurity expertise to investigate security incidents, including malware infections,
data breaches, and unauthorized access, in a hybrid cloud environment

e  Conduct regular vulnerability assessments to identify security weaknesses and work with internal teams to
prioritize and remediate them

e Track remediation efforts to ensure vulnerabilities are addressed in a timely manner

e Collaborate with the IT Infrastructure and Software Development teams to integrate security best practices
into their processes

e Supplement existing security awareness training with targeted content to educate employees on cybersecurity
best practices and emerging threats.

e  Stay up-to-date on the latest cybersecurity threats and trends to proactively address risks

e Maintain detailed documentation of security incidents, investigations, and remediation efforts

e  Ensuring the Company’s security is paramount; this role may require occasional response to security incidents
outside of standard working hours.

QUALIFICATIONS:

e University degree or College Diploma in a relevant field of study (e.g., Computer Science, Information Security)

e Strong understanding of security technologies, including firewalls, intrusion detection/prevention
systems, antivirus, Endpoint Detection and Response (EDR) and SIEM solutions.

e Experience with security information and event management (SIEM) tools like Splunk

e Experience with endpoint detection and response (EDR) tools like Crowdstrike

e  Proficiency in network protocols and operating systems (Windows, Linux)

e  Strong analytical, problem-solving, communication and teamwork skills

e Experience in a Technical Support role is a plus

e Industry certifications such as CISSP, CCSP, CompTIA Security+, Certified Ethical Hacker (CEH), are a plus

e  Ability to work independently and as part of a team.

Please submit resume and cover letter to HR@orican.com. We thank all applicants for their interest; however,
only those selected for an interview will be contacted.

Old Republic Canada is an equal opportunity employer. Accommodation will be provided for qualified applicants
with a disability throughout all parts of the hiring process. If you require an accommodation due to a disability,
please contact Human Resources and we will work with you to determine an appropriate accommodation.
Applicants need to make their needs known in advance.
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